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Glossary

Explanation of important terms and abbreviations

Al Artificial Intelligence.

BDSG German: Bundesdatenschutzgesetz.

Federal Data Protection Act, that together with the data protection
acts of the German federated states and other area-specific
regulations, governs the exposure of personal data, which are
manually processed or stored in IT systems.

BMF German: Bundesministerium der Finanzen.

Federal Ministry of Finance. Legislative authority in Austria and
Germany.

EstG German: Einkommensteuergesetz.

Income Tax Act. Regulates the taxation of the income of natural
persons in Germany.

GCP Google Cloud Platform. A suite of cloud computing services offered
and operated by Google.

GoBD German: Grundsdtze zur ordnungsmaRigen Fuhrung und
Aufbewahrung von Buchern, Aufzeichnungen und Unterlagen in
elektronischer Form sowie zum Datenzugriff.

Principles for the proper management and storage of books, records
and documents in electronic form and for data access. Administrative
regulation in Germany.

ISO International Organization for Standarization.

OCR Optical Character Recognition. Electronic or mechanical conversion of
images of typed, handwritten or printed text into machine-encoded
text.

RBAC Role-Based Access Control. Approach to restricting system access to

authorized users.
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REST Representational State Transfer. Software architectural style that
describes the architecture of the Web.

Saas Software as a Service. A software licensing and delivery model in
which software is licensed on a subscription basis and is centrally
hosted.

TLS Transport Layer Security. A cryptographic protocol designed to provide
communications security over a computer network.

VAT Value-Added Tax.
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1. Introduction

Yokoy Group AG (“Yokoy” or “the Company”), is a Swiss technology service provider focused
on automating corporate spend management. With its Al-based platform, Yokoy addresses
corporate spend in its entirety — from handling expenses and vendor invoices to managing

smart company cards.

MACHINE VAT RECOGNITION
LEARNING WORLDWIDE

INTEGRATIONS CUSTOMISATION

Figure I. Functional concept of Yokoy

Yokoy all-in-one spend management platform is targeted to medium businesses and large
corporations, and consists of three main service offerings:

Expense management.

Uploading, editing and submitting expense reports with automated expense
report creation based on pictures or document uploads (manual entries for per
diems and mileage claims).

Invoice processing.
Uploading of supplier invoices and auto-creation of forms in order to process
supplier invoices via workflow.
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Corporate cards.
Physical and virtual card solutions to match transactions directly with receipts,
enabling full transparency and spend control with a maximum of flexibility.

The platform is cloud-based and serviced from data centers operated by Google Cloud
Platform (GCP) in the EU according to GDPR with a strict physical security and control policy
in place, particularly:

« St. Ghislain, Belgium
« Frankfurt, Germany
« Zurich, Switzerland

As a Saas offering, a single version of the software is used by all customers. However,
individual customer requirements can be met via configuration settings so that the platform
can adapt to different needs.

This document describes how the recordable and retainable data is generated, processed,
and stored in Yokoy. It can also be added to legal documents which are required in some
countries.

1.1 Responsibilities

Yokoy is responsible for the technical processing of the digital receipts. Based on the
incoming receipts, Yokoy will read the contained data and try to match expense categories
configured in the system.

It is customers responsibility to offer suitable categories and to check plausibility and
correctness before the Finance postings are released. Yokoy cannot interpret whether facts
on the receipt are plausible or legally compliant. Yokoy will not be liable for incompliant or
fraudulent transactions being posted to Finance.

This document describes the handling of receipt storage inside Yokoy.
1.2 Requirements

The implementation, operation and support of an Expense solution requires the
organizational readiness of the client. Key responsibilities should be defined and in place. For
operation, a skilled Finance team should be in place for audit and support. Travel policies or
accepted policies per country should be in place. Payment methods for travel services
should be known in all countries involved. Suitable technical administrators for monitoring of
the data flows should be available.
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When submitting expenses, all users are expected to have a valid email address, access to
the Yokoy mobile (or web) app, and a camera or scanner to digitize printed receipts.

2. Types of Documents

The objects of digitization are all documents originally available or received in paper form or
electronic form that have a document function in the sense of commercial and/or tax
accounting or recording obligations and are therefore subject to a retention obligation.

The object of digital archiving is all documents that are originally received in paper or
electronic form and are archived in the designated system.

Typical formats used in the process are:
« Paper receipts issued by merchant (e.g., hotel bill, taxi receipt, among others).

« Electronic receipts (e.g., car rental bills, travel agency invoices, rail tickets,
among others) in various formats (e.g., mail body, structured PDF/A, regular
PDF) sent by merchant or handling agent.

« Electronic invoices sent by merchant or handling agent (e.g., monthly
collective invoices for car rental or travel agency).

3. General Process Description

The following representation of the process is ideal-typical and can vary in the design of the
sequence and number of process steps (e.g. in the number of release stages) depending on
the customer setting.

Yokoy has two user frontends in place, which are offering same functions:

Yokoy Mobile App.

A mobile application that scans receipts using a photographic process and provides receipt
image data for downstream systems. The receipt image data is stored as a PDF document or
as an image (JPEG/PNG). The mobile application also allows uploading existing PDF files and
recording expenses for which no receipt is required (e.g., per diems and mileage allowance).

Yokoy Web App.

A browser-based application where receipts can be added and managed.
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3.1. Recording of Expenses, Invoices and Card Transactions

The descriptions and screenshots in this section refer to the mobile app. However, uploads
and subsequent actions can also be performed in the web app for expenses and invoices,
whereas transactions get imported from Card Scheme providers or other external parties
(e.g. banks). The use of the different input options is a client decision.

Available input channels for electronic receipts are:

« Send to Yokoy by mail (sender’s mail address must be registered mail address
in Yokoy). « Upload a locally stored document (picture, PDF, multi-page) using
the app (mobile or web). « Connect an email inbox to Yokoy (used for invoice
module).

Available input channels for paper receipts are:

« Taking a picture with the mobile app, using the device camera with immediate
upload to the app (built in function).

» Scanning a Paper Receipt with an external device, then adding it to local
storage and uploading it via web app.

« Scanning a multi-page invoice with an external device, then adding it to local
storage and uploading it via web app.

» Scanning a Paper Receipt with an external device, then sending it directly to
Yokoy by e-mail. » Scanning a multi-page invoice with an external device, then
sending it directly to Yokoy by e-mail. - E-invoicing solutions that are connected
to Yokoy.

Available input channels for transactions are:

« For Yokoy cards, transactions are imported via data provided by Marketa
(processor). « For external company cards, input is in general provided by
partners such as banks, card schemes etc.

After uploading to Yokoy, the system processes the document and extracts the data (i.e,,
transaction date, transaction type, category, and VAT, among others) through the Al-based
OCR. Sample below for an expense.
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Figure 2: Al logics for data extraction

After Yokoy extracts the dataq, the user validates it and is allowed to correct or make any
changes needed. Required content can be set to mandatory as part of the customer
configuration.

For the expense module, per diems and mileage allowances can be added without a receipt
in the standard version. For other transactions, customer can choose whether to allow
transactions without receipt or not.

In case of card transactions from a company-billed card, the user gets regular email
notifications to upload the respective receipt and start the process. The frequency of these
notifications can be configured by to monthly, weekly, or daily.

When an expense is submitted that was paid by company card, Yokoy will try to match it
automatically with the corresponding card transaction. An automatic match is performed if
card, expense date and transaction date are identical, and the currency and amount of the
transaction is identical with that of the expense (or deviates within a configurable range). In
addition to automatic matching, a Submitter or Finance user can also manually match a
submitted transaction with the corresponding expense if the amounts are within the
configurable range of deviation. In case a transaction cannot be matched with an expense
because the amounts exceed the allowed range of deviation, it is possible for a technical
user to force match the transaction with the expense.

Once the user has completed entering information, an overview of the output is displayed,
and the user can save or submit the output. The output appears in the dashboard overview.
Once the output is saved, standard and customized warnings can be displayed and are
visible to all stakeholders (user, auditor, manager, occounting). This is custom configuration.
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If there is no custom workflow configuration, the output is sent directly to the Finance Review
team. As long as the output has the status "Pending’, the user can still edit the information. As
soon as the Finance Review team releases the transaction for payment, the user has read-
only access.

SCAN PROCESS ANALYSE VALIDATE

Yokoy processes the Yokoy extracts text and Yokoy extracts information The infomation is used to

scanned image numbers through Al-based from the words and numbers check against relevant
ICR and converts the image and validates over 300 data policies, calculate fraud
into machine-coded text points in one single receipt. potential and more.

olicy breac
@ Lunch> CHF 50

Figure 3: Capturing expenses

3.2 Approval

After submission, expenses, invoices and | or transactions get forwarded to a responsible
manager for approval. Additionally, certain transaction can be excluded from approval
based on warning level or payment type. This can be configured by the customer.

Managers (approvers) only have access to their team'’s expenses. Approvers have the option
of mass-approving or -rejecting employee expenses.

The controls that are carried out by the Managers typically consist of verifying:

« If the expense [ invoice [ card transaction is compliant with the company
policies. « The expenditure is justified and correctly accounted for (e.g., cost
object split, category, etc.). At this point, the Manager can approve transactions
or reject with comment.

Certain transactions can be flagged with individual warnings to ensure company policy.
Custom approval flows are available on demand, to be implemented by the Yokoy
engineering team.

Approved items get forwarded to Finance review, rejected items get back to the Submitter for
correction. The applicant must make the corrections and then re-submit the statement.
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Figure 4: Approving expenses

3.3 Finance review

Depending on customer’s configuration, all items or only some of them are forwarded to
Finance for review before getting released for payment.

The financial review takes place after management approval or directly after submission if
approval is skipped.

The Finance team can approve or reject transactions, optionally indicating a comment. The
Finance team can also change all entries except for the amounts entered. The following tasks
are performed:

» Check and edit data entries.

o Check all data entries for correctness and, if necessary, make
adjustments (only for expenses with warnings).

o Finance users can change all information except for the total
amount, receipt currency and additional charges.

» Check VAT.

o Select the correct VAT rate/s and, if applicable, enter a VAT
number in the expense report or the invoices item (only Finance
users can do this).

» Send back to Submitter or approve.
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o in case one of the fields a Finance user is unable to edit contains
errors, the transaction is sent back to the Submitter for revision,
stating the reason in the comment field. The Submitter must make
the corrections and then resubmit the statement.

o If an invoice item [ expense report violates a company policy,
supplier rules or other policies, the expense/invoice can be
rejected permanently, stating the reason in the comment field.

o If the item is correct, Finance records its review and approval.

After Finance reviews, the data is made available for transfer to the appropriate financial
systems. The actual payments do not take place in Yokoy.

Qaaoed

MIGROS

-

Bw“ku

Figure 5: Reviewing expenses

3.4 Finance Posting

Once the expense is approved and reviewed, it can be exported to the Finance system. Yokoy
supports various export formats with predefined interfaces to many ERP and Finance
systems. Contained data may vary per target system.

Transaction data and receipt images can be handed over to Finance systems, where the
Finance posting, and reimbursement take place. The target system is entirely the
responsibility of the client.
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The full history of exports is visible in the export logs. Here, the transferred data can be
manually extracted anytime for audit checks or other purposes.

Figure 6: Export log

3.5 System Controls

Yokoy alerts all users (staff, audit team, managers, occounting) of any identified anomalies.
These can be enabled/disabled at the client's request. The system controls appear as
warnings and can block the approval of the output.

The standard system controls are the following:

« Duplicates. If Yokoy recognizes a receipt as an expense already submitted
(based on currency, amount, datetime, and merchant), the expense report will
be flagged. A Finance user can find the duplicate expense by searching for the
expense ID listed in the warning.

« Issues with missing information.
« Country/currency reconciliation.

- Participant (e.g., an employee who was invited by another user to a business
lunch registers a lunch expense himself on the same day).

« Invalid tax information (i.e,, the tax information does not match the total
amounts). « Invalid tax rate (i.e., the determined tax rate does not match the tax
rates of the country).

In addition to the system controls described, customized warnings can be configured and
displayed in the outputs.

4. Access to the System
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Users have access to the system exclusively via the application: access to the document
data (and images) happens exclusively via the user interfaces offered in the system
(browser-based or mobile app).

The user logs in with an e-mail address and a password. The described role concept ensures
that the user can only access data and processes for which his role is authorized.

Integration into the customer's role authorization concepts is possible through customizable
synchronization with Yokoy's user data model. Single Sign-On (SSO) is also possible, by
integrating the customer Identity Provider (IdP). For example, Azure AD.

Login to the system is only possible for users who have already been created. Users can only
be created by authorized persons who have the corresponding administrator rights on the
platform. When logging in for the first time, the user is asked to create his or her password.

Yokoy stores logs of all user logins. These logs are application logs and therefore not
accessible to the user via the user interface. However, these can be reviewed by Yokoy's Level
3 support team in case of a justified customer request.

Functions offered through the application provide for the possibility of making changes to the
content in submissions only during the pre-established stages. The possibility to make
changes only applies to the document data set, not to the image file.

System-level manipulation of document images is ensured through the strict application of
security policies (including the regulation of access to data centers) and compliance with
internationally recognized standards such as ISO 27001 according to which Yokoy is
certified.

Local application installations are not present and therefore do not pose a risk of damaging
documents and image data.

4.1 Role and Authorization Concept

Several roles are available for processing the data, with different access-levels for different
tasks within the review, approval, and settlement processes.

By default, users have staff rights. In addition, users can be assigned several other profiles.
Profiles can be set to all users or only a specific subset of them.

Customers can customize user profiles, with the possibility to control access to functions,
visibility/modifictbility of data (i.e, read, write, or read & write), type of data (invoices, expense
reports and/or expenses), user groups (administrative units/departments), etc. The following
sections describe the standard user profiles.
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4.1.1 Submitter
By default, all users have Submitter permissions.
The Submitter users can:

« Submit transactions.

- Change their own transactions in the "Pending” state until they have passed
the first approval step. « Delete their own transactions in “Pending” state.

- Correct information and re-submit expenditure after it have been found to be
"non-compliant” in an audit stage.

« Monitor progress in the processing of their issues.

4.1.2 Assistant

Assistant’s role needs to be assigned in the submitter’s master data record. Assistants can
perform a limited set of operations on behalf of other users. Assistants can assign one
delegate assistant in case of absence or as permanent delegate.

The Assistant users can:

« Execute Submitter transactions on behalf of an assigned employee.

4.1.3 Manager

Manager's role needs to be assigned in the submitter's master data record. Managers act on
submissions of their assigned employees. Managers can assign one delegate manager in
case of absence or as permanent delegate.

The Manager users can:
« Approve transactions of assigned employees.
* Reject transactions of assigned employees.
+ Add comments to approved or rejected transactions.

« See reports of transactions for assigned employees.
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4.1.4 Finance Review Team
Finance Review roles must be actively assigned to the users.
Finance Review team can perform the following actions:
« Release for payment.
« Change transactions data (no change on amounts).
* Reject transactions.
* Reject transactions permanently.

» Access, query and monitor transactions in each approval status.

4.1.5 Audit Team
The audit role needs to be assigned manually.
The Audit users can:

- Read all company's expenditure.

 Create and download reports.

4.1.6 Customer Administrator
The technical Administrator profile needs to be assigned manually.

It gives access to all master data, company master settings and integration settings.

4.1.7 Yokoy Administrator (Technical Administrator with Full Access)

The technical administrator profile does not give access to user outputs. Technical
administrators with full access to a defined Company and its user group.

4.1.8 Yokoy Support

The Yokoy support team has access to the relevant customer data in the event of a
malfunction. In addition, customers can choose to receive first and second level support from
Yokoy. The support teams are based in the DACH area (Switzerland, Germany, and Austria).

Yokoy Switzerland Ltd. 8005 Zurich www.yokoy.io
E3 Swiss Engineering +4] (O) 43508 80 6 info@yokoy.ai


http://www.yokoy.io/
mailto:info@yokoy.io

yokoy

4.2 Access Control Policy

Yokoy has an established Access Control Policy reviewed by external parties within the scope
of ISO 27001. The policy applies to all systems, people and processes that constitute Yokoy’'s
information systems, including board members, directors, employees, suppliers and any third
party with access to Yokoy systems.

5. Data Security Measures

The following data security measures and the corresponding certifications mentioned above
ensure that the data is protected against loss and unauthorized access and thus against
falsification. The following paragraphs describe Yokoy's standard data protection.

Yokoy's data security architecture is certified with the data protection standards of ISO 27001
and documented on its Data Security Deck.

Yokoy classifies data according to its Information Classification Procedure and applies
security and privacy controls associated with the data classification.

All access is based on least privilege and scoped to job function within the company and the
service.

5.1 Physical Access Control (in the Data Centre)

Physical security and access control in the data center is responsibility of GCP. No Yokoy
employee has physical access to the data center.

GCP data centers have extensive infrastructure and facility security certifications, including
ISO 22301 (for business continuity management systems). More details on their safeguards
and security features can be found at: https://www.google.com/about/datacenters/data-

security[

5.2 Logical Access Control

Regarding Yokoy support users, Yokoy’s Access Control Policy and User Access Management
Process require access to Yokoy assets to be granted based on business justification, with the
asset owner or line manager’s authorization and limits based on "need-to-know" and "least
privilege” principles.
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In addition, the policies also address requirements for access management lifecycle
including access provisioning, deprovisioning, authentication, authorization, and periodic
access reviews.

Regarding customer’s users, the customer is responsible for their adequate management by
a delegated Administrator.

5.3 Transmission Control

All endpoints require authentication, data is encrypted before transmission and decrypted
and verified on arrival. More information in the Yokoy Data Security Deck or in the TOMs
available on the website.

5.4 Input Control
Registration of users and time of the respective change in the Yokoy system.

The following criteria is applied when ingesting and recording financial-sensitive documents
(such as receipts and invoices) at Yokoy in order to provide a reasonable level of assurance
around integrity and authenticity of transactions:

« Identical reproduction (including colors).

« Conservation of documents in either PDF format or as images (JPEG/PNG).
+ A timestamp of the documents, using an internal time source.

« A user identifier, matching the document submitter.

« Storage of up to 10 years, respectively the legal requirement in the country of
the contracting party to enable an audit trail.

There is no application flow that allows for changes to digitalized receipts/invoices (either
PDF or image) once submitted. Nonetheless, the supporting GCP storage service maintains
simultaneously a “created” and “updated” timestamps that are checked for an exact match
in order to guarantee the integrity of the documents.

5.5 Availability Control

Yokoy has an established Business Continuity Plan (BCP), compliant with ISO 27001 Yokoy has
an established Business Continuity Plan (BCP), compliant with ISO 27001, which outlines the
existing safeguards and actions to take in the event of extended service outages caused by
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factors beyond control (e.g., natural disasters, man-made events), with the goal of restoring
services to the widest extent possible in a minimum time frame. The plan is reviewed semi-
annually and exercised on an annual basis.

Yokoy works with GCP as the cloud provider to store data. The database runs in high
availability mode (multi availability zone setting) to enhance durability and availability. In
case of a disaster, Yokoy relies on the automated backups and database snapshots
performed by GCP and tested regularly.

The digital archiving process at Yokoy ensures integrity and authenticity of the stored
documents, for up to 10 years, respectively the legal requirement in the country of the
contracting party to enable an audit trail.

5.6 Separation Requirements

Data separation measures have been fully implemented considering the multi-tenant nature
of Yokoy offerings. This includes, among other aspects, the logical separation of clients within
the application.

Additionally, access to application data is controlled using Role Based Access Controls
(RBAC), so that only authorized users may logically access the intended data.

6. Creation and Processing of
Data

Yokoy captures receipts issued for purchases made by employees from various suppliers.
Yokoy provides support for PDF documents as well as images (JPEG/PNG). Depending on how
the original receipt was created and submitted by the vendor to the employee, a document
can enter the Yokoy platform in different ways:

« Paper receipts photographed with the Yokoy Mobile Apps (i0OS and Android).

- Paper invoices/receipts scanned as PDF documents or as images (JPEG/PNG)
with an external scanner, or native PDF invoices can be added as follows:

o Uploaded via the Yokoy web and mobile apps.

o Imported by forwarding an existing e-mail to the special Yokoy receipt e-mail
address.
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As soon as the digitized invoice/receipt is uploaded to Yokoy, an unalterable
“created” timestamp is recorded in the underlying storage system and supports
the document integrity controls.

- Receipts received/collected from the client's information system can be sent
to Yokoy via a special API

- Invoices sent directly to Yokoy by third party providers on behalf of the
customer via Yokoy connectors (e.g., travel systems).

Employees enter their receipts in one of the above ways. This step is ultimately the
responsibility of the user, and the time at which the receipts arrive in Yokoy can therefore vary
from a few seconds to days or weeks later.

The document is sent to the Yokoy OCR module for automatic analysis and the app receives
the suggested metadata for the output. The user can check and edit all fields before saving
the output. The output metadata and the file are transferred to the Yokoy platform for
storage.

Expenditure can then be reviewed, controlled and approved via the Yokoy applications by
client managers and accountants according to their internal processes on the subject.

Approved expenses can eventually be exported by the accounting and HR teams for
downstream processing such as bookkeeping or employee reimbursement.

All data exchange between the Yokoy applications and the platform takes place via an
encrypted connection (TLS 1.2 or higher) and requires full authentication and authorization of
the user.

6.1 Document Contents
The captured document data includes the following elements:
- Seller.
* Date.
- Country of service provision.
» VAT rate.

« Amount (gross amount, net amount, VAT qmount).

» Currency.
» Category.
Yokoy Switzerland Ltd. 8005 Zurich www.yokoy.io
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» Payment method.

The image assigned to the document data is the entry point for an output. It cannot be
deleted or exchanged. Only the entire output (document data content and image) can be
deleted by the user as long as it is s till in the ,Pending” status.

6.2 Entering the Receipt

The following figure shows an overview of the flow of expense receipts and metadata within
the Yokoy platform.

Capture/upload
receipt

Al categorises the
extracted data

Al checks for
policy breaches

Extraction of
data by OCR

Data review

Notifies the user 3
& approval

Booking &
reimbursement

Figure 7: Process flow of expense receipts

The following technical components are essential to supporting the depicted flow:

« Yokoy platform: the central storage and processing location for all documents
and data, fully hosted on GCP. All business transactions and customized
configurations take place here.

- Yokoy REST API: a data interface that allows Yokoy applications (web and
mobile) to communicate with the Yokoy backend. The same API also allows
customers to automate operations on the Yokoy platform from their internal
information systems.

7. Indexing of the Data
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Each document is given a unique file ID. The metadata is closely linked to the document by
storing the file ID together with its own generated unique ID (issue ID). This link can never be
changed or deleted. In case of a user error related to the uploaded document (e.g., wrong
document or blurred imc:ge), the output can be deleted, and a new one must be created
from the correct document.

The metadata of the outputs can be changed during some steps of the workflow by people
with the appropriate rights. This may vary depending on the configuration of each client and
is their responsibility.

Indexing is done at the level of the output metadata. The following indexing is used:
« Issue ID (unique identification criterion).
« User ID (unique ID of the owner of the output).

« ID of the user organization (ID of the company for which the user made the
expenditure).

8. Tracking Data

The data can be found using various filters for a targeted search or various reporting options
for the data.

Each issue has a unique identifier and can thus also be identified.

8.1 Search Function
In Yokoy, issues can be searched for according to various criteria.
The most important of these are:
- First and last name of the user who owns the output.
- Date of creation.
« Issue date.
« Country or currency.
» Category.
» Type (i.e., standard costs, mileage allowance, daily allowance, flat rates).

» Payment method used.
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» Approval status.

- Presence/absence of warnings.

8.2 Process Flow

Yokoy automatically records the history of changes per process in an audit trail. This log can
be viewed via a special screen in the web app by all persons involved in the process who are
allowed to access the outputs.

The audit trail also considers approvals performed in delegation mode and shows the user
who granted the delegation and the holder who performed the step for him/her.

<
My tasks Seal’ch

v Submitter

A~ Audit
Search
Export log

v HR Yokoy Expense ID Employee Status

v Admin

Expense country Category Expense/payment date

Figure 8. Audit trail
8.3 Data Exports
Various export formats are available as an alternative to displaying individual issues.

Exports can group any number of outputs that the user has access to and can include the
metadata, the receipts or both.

Yokoy can also provide specific exports to create an analysis for specific expense types and
use cases. For example, the mileage allowance export calculates a summary of all mileage
allowance expenses for an employee over a year and calculates reimbursement data for the
same period.

9. Immutability of the Data
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As far as the immutability of data is concerned, the basic rule is that image data cannot be
changed at any time. Similarly, the link between a document and its metadata cannot be
changed or deleted.

Depending on the process step, expenditure metadata can be changed, either by the owner,
by designated managers, or a Finance team member. This applies particularly to the need
for changes/corrections during the audit step. From the time of approval by the manager
until the final settlement/reimbursement step, the metadata can no longer be changed.

9.1 Need for Control and Correction

The output process includes the requirement to make changes to the output metadata at
defined process points.

On the one hand, the user has the duty of care to scan the receipts completely, legibly and
unaltered. The user is supported in this by the Yokoy Mobile App, which preselects the
photographic recording with a contour recognition of the receipt. This is to ensure the
complete capture of the receipt to be photographed - however, this cannot be technically
guaranteed (e.g., in the case of double-sided or multi-page receipts).

On the other hand, the auditor has the duty to check the data and attached supporting
documents professionally and factually and to return them to the employee in case of
conspicuousness or to correct them in parts.

Use cases for corrections or a rejection of the expenditure are:
- Correction of data entry errors (e.g., by the user).
« Incorrect or unverifiable entries due to an illegible document scan.

 Incomplete or unverifiable entries due to an incomplete document scan.

9.2 Special Need for Correction

Output data cannot be changed after an output has been approved. The only exception to
this rule is that a subset of fields can be edited by accountants to fix errors in already locked
fields that invalidate accounting exports in relation to the law. This involves a special editing
process with strict controls on which fields may be edited and by whom. Like all changes,
these are logged and recorded.

After an expense has been imported into the company's accounting system, this access is
also no longer available, and the expense can no longer be edited.
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Legal notes

Last updated: September 2024

Disclaimer: This section, in particular the legal content, is for informational purposes only. It
remains the customer’s responsibility to adhere to different national bookkeeping
requirements.

I. Switzerland

1. Retention period
The general retention period for company records is 10 years, starting at the end of the
financial year. (Art. 958f CO).

2. Digitization

The records may be kept on paper or electronic form. (Art. 957a para. 3 CO) The
accounting records must be kept and stored in accordance with the Ordinance on
Accounting Records (Art. 3 GebuV) and the accounting documents must be recorded
and stored in such a way that they cannot be changed without this being detectable.
See section 9 of this documentation to learn how this is implemented in Yokoy.

Il. Austria

1. Retention period
Tax law stipulates a basic retention period of seven years for all records and
documents in accordance with § 132 BAO.

2. Digitization

Incoming paper invoices can be stored electronically if the complete, orderly, identical
and verbatim reproduction is guaranteed at all times until the statutory retention
period expires (audit-proof archiving). The same applies to receipts such as expense
receipts processed in Yokoy in accordance with § 132 of the BAO.

For the immutability of the data, see our measures under point 9 of this documentation.
Order is ensured by the time stamp. With regard to completeness, consistency of
content and verbatim reproduction, Yokoy would like to point out that it is the
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responsibility of the individual user to record the invoice or expense in full and upload it
to Yokoy.

Thanks to the multi-tenant environment, Yokoy ensures that the data is available until
the retention period expires.

The data is also transferred to the customer's ERP system, which creates additional
security for the customer by storing data in Yokoy additionally.

lll. Germany

1. Process documentation
In Germany, the GoBD prescribes procedural documentation that describes the
processing, storage and control of digital documents.

This document describes the technical handling of digital receipts in Yokoy. Together
with a customer specific document that describes the internal input channels and
processes, the legally required "tax procedure description” is created.

This procedural documentation ensures that the digitized documents, when made
readable, correspond visually with the commercial letters and accounting documents
received and in terms of content with the other documents, are available for the
duration of the retention period and can be made readable at any time within a
reasonable period (Section 257 (3) HGB, Section 147 (2) AO).

2. Retention period
According to § 147 I No. 4 AO, receipts must be kept for 10 years.

3. Digitization

In accordance with § 14 para. 1 sentence 2. UStG, the authenticity of the origin, the
integrity of its content and its legibility must be ensured during the entire retention
period and guaranteed by an internal control procedure to be set up. While it is the
user's responsibility to capture the expense or invoice in full, the authenticity of the
origin is enforced through a Role based Access Control outlined in point 4, the
measures regarding integrity of the content are outlined in point 9 and the legibility
and availability measures are outlined in point 5.5.
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IV. Netherlands

1. Retention period
Business records must be kept for at least 7 years. This is the retention period. Data
relating to real estate must be kept for at least 10 years.
https://business.gov.nl/regulation/keeping-business-records/

2. Digitization

Digitization of receipts and invoices is recognized in the Netherlands as long as the
digitization tool is linked to the accounting program as it is the case with Yokoy and the
conversion is done correctly and completely, the converted data is available throughout
the entire retention period, you are able to reproduce the data and make it readable and
controllable within a reasonable time.

While it is the User’s responsibility to capture the expense or invoice in full, Yokoy grants
through the integrity measures laid out in point 9 and the availability measures laid out in
point 4.5 that the data can be reproduced and is available within a reasonable time upon
request.

V. United Kingdom

1. Retention period
The retention period for receipts in the UK is 6 years after the end of the tax year. A guide
to keep records for tax returns.

2. Digitization

The UK tax authority accepts a digital link via XML/CSV import or export as well as data
transfer via APl to a compatible software (ERP system) that receives and keeps digital
data records available. A list of ERP systems can be found
here:https://www.tax.service.gov.uk/making-tax-digital-software.

Yokoy ensures data export either via .CSV or APl depending on the ERP system as
described here under Digital link https://www.gov.uk/guidance/record-keeping-for-vat-
notice-70021#FCS. The forwarding to the HMRC takes place via the ERP and is no longer
part of the Yokoy service. It remains the user’s responsibility to capture the expense or
invoice in full.
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